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Hardware

Support for Android 4.0

Constructors : Alcatel,
ZTE, LG, Huawei and
Foxconn

First Firefox OS phones :
Alcatel One Touch Fire &
ZTE Open
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b2g and content processes

Figure : b2g and content processes
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App signing for packaged apps

Goals: integrity, non-repudiation
of the developer and ensure that
the app has been reviewed

Cryptographic functions of
Firefox (SHA-1, PKCS #7)

Security of maketplaces not run
by Mozilla?

Patches for updates developed
but not integrated into the main
codebase yet

Figure : my signed app.zip
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Address Space Layout Randomization (ASLR)

Randomizing memory space layouts to prevent memory corruption
First run of the ”cat” program on Linux 64 bits (simplified)

Start Address End Address Label

00400000 0040b000 /usr/bin/cat

012b1000 012d2000 heap

7f144b0fa000 7f144b29d000 /usr/lib/libc-2.17.so

7fff9c2e1000 7fff9c302000 stack

Second run

Start Address End Address Label

00400000 0040b000 /usr/bin/cat

0141d000 0143e000 heap

7fb4ed9fe000 7fb4edba1000 /usr/lib/libc-2.17.so

7fff0a408000 7fff0a429000 stack
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File system hardening (1)

Goals: prevent information leaks, privilege escalation and
execution of native code

Give read-write rights only to areas with user content

File system hardening is based on Android
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File system hardening (2)

Mount point File system Options

/ rootfs read-only

/dev tmpfs read-write, nosuid, noexec,

mode=0755

/proc proc read-write, nosuid, nodev, noexec

/cache yaffs2 or ext4 read-write, nosuid, nodev, noexec

/system ext4 read-only, nodev

/data ext4 read-write, nosuid, nodev, noexec

/mnt/sdcard ext4 or vfat read-write, nosuid, nodev, noexec,

uid=1000, fmask=0702, dmask=0702

Table : (Simplified) Filesystem Mounts
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system hardening and
sandboxing

But a jailbreak is released as
soon as a new iOS version is out

Limited malware due to strict
restriction of the App Store

Reduced attack surface due to
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